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Risks

Societal concerns

– Digital divide

– Job losses

– Manipulated news / reality

– Societal polarization

– Environment

– Accountability

– Existential threat



Risks

– Scientific and Medical solutions

– Environment

– Digital divide (Improved education)

– Job losses (More meaningful work)

– Manipulated news / reality (ID fake 

news)

Opportunities

Danger:

Weighing potential benefits against certain detriments



Focus on three core questions:

1. How do organisations use AI?

2. What are the ethical risks 
associated with the use of AI?

3. What do we, as an organisation, 
do about it?





1. How do organisations use AI?



2.  What are the ethical risks associated with the use of AI?



Can LLMs have moral agency?

- Understanding what LLMs are.

Moral agency is an individual's ability to make moral choices 

based on some notion of right and wrong and to be held 

accountable for these actions.
-Wikipedia



https://amandaguinzburg.substack.com/p/diabolus-

ex-machina/comment/121929923



























2.  What are the ethical risks associated with the use of AI?



3.   What do we, as an organisation, do about it?

For LLM use

For project use

Sample Code

7 Principles



7 Principles

1. Beneficence – Do good

2. Non-maleficence – Avoid harm

3. Safeguard human autonomy

4. Ensure competence and due care

5. Transparency

6. Explainability

7. Oversight and accountability

Other standards

- OECD AI principles

- NIST AI Risk Management Framework

- ISO 42001



3.   What do we, as an organisation, do about it?

For LLM use

For project use

Sample Code

7 Principles



EU Artificial Intelligence (AI) Act 

Minimal risk

Limited risk

High Risk

Unacceptable risk



EU Artificial Intelligence (AI) Act 

Examples

• Social scoring by governments

– E.g. classifying people to determine 

access to services

• Manipulation of behaviour

– E.g. manipulating people into harm 

– e.g. gambling

• Real-time remote biometric 

identification in public spaces 

– E.g. facial recognition for 

surveillance by law enforcement 

(without a legal basis)

• Profiling for predicting criminality

• Exploitation of vulnerable groups

– E.g. manipulative advertising to 

children

Prohibited

Minimal risk

Limited risk

High Risk

Unacceptable risk



EU Artificial Intelligence (AI) Act 
Examples:

• Critical infrastructure safety 

components 

– E.g. road traffic / energy grids

• Healthcare

– E.g. Diagnostic AI / medical devices 

/ drug discovery

• Employment / recruitment

– E.g. hiring / performance 

management

• Education

– E.g. assessments / placements

• Credit scoring

• Welfare determinations

• Surveillance 

• Justice

• Compliance with standards 

and procedures

• Risk management

• Data governance (for data 

quality and to prevent bias)

• Transparency 

(Understandability)

• Human oversight for 

accountability and critical 

decision-making

• Accuracy and cybersecurityMinimal risk

Limited risk

High Risk

Unacceptable risk



EU Artificial Intelligence (AI) Act 

• Narrow procedural tasks

• Improving the result of a previously 

completed human activity

• Detects decision-making patterns or 

deviations from prior decision-

making patterns 

• Performs a preparatory task to an 

assessment relevant for the purpose 

of a high-risk use.

• Transparency (telling you 

when you are interacting with 

AI)

• Best practice in fairness 

and accountability

Minimal risk

Limited risk

High Risk

Unacceptable risk



EU Artificial Intelligence (AI) Act 

Examples:

• Chatbots / virtual assistants

• Deepfakes

• Content recommendation

– E.g. movie / product 

recommendations

• Voice assistants

– E.g. Siri / Alexa

• Marketing or targeted 

advertising

• Social media filtering

• Transparency (telling 

you when you are 

interacting with AI)

• Best practice in 

fairness and 

accountability
Minimal risk

Limited risk

High Risk

Unacceptable risk

Minimal risk

Limited risk



EU Artificial Intelligence (AI) Act 

• Video games

• Spam filters 

• Email categorization No requirementsMinimal risk

Limited risk

High Risk

Unacceptable risk

Minimal risk

Limited risk



Some wisdom gained:

1. AI should not change your values as 
an organisation. AI should enable us 
to  become more effective at what 
we do – not change who we are.

2. AI should not lead to the decline of 
humans’ moral reasoning ability. 
Ideally AI should be a tool to assist in 
our growth to improved moral 
reasoning, and moral agency.

Download
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